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Purpose of the session

A conversation around where we think the Encryption issue leads to.

Share thoughts about the issues.
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Encrypted traffic... it is a fact
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April 2016 - WhatsApp encryption “._“

February-March 2016 - FBI/Apple

September 2015 - Marnew Workshop

Jan-Dec 2015 - Letsencrypt got viable

September 2014 - 10S 8

May 2014 - RFC7258
June 2013 - NSA breach

1996 RFC1984
1994 Clipper
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Encrypted Traffic continues growing

0%
Jan 2014 Jul 2014 Jan 2015 Jul 2015 Jan 2016

Source: Google Blog - Securing the web, together
March 15, 2016

HITPS

Source: Scott Helme - Security headers in the Alexa Top 1 Million
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This chart represents the
percentage of requests to
Google's servers that used
encrypted connections.
YouTube traffic is currently
not included in this data.
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https://security.googleblog.com/2016/03/securing-web-together_15.html

Encrypted traffic

Protects users from ‘the Bad-’ and protects their
confidential information and their privacy.

The Economy depends on Encrypted Traffic

Some attributes of the communication are not
encrypted.

The evolution impacts what law enforcement sees and
how operators perform some network management

functions.
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Device Encryption

ransport Encryption

End to End (Data) Encryption
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Availability
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https://www.accessnow.org

lets talk Trust and the Internet

lnternet i o_

Society -\‘f"j
www.internetsociety.org




Approaching this from a Trust Perspective
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The FBI/Apple Case was not about Encryption: It
was about circumventing device security

Can a company be compelled to
weaken its products security?




A few thoughts...

About roles and responsibilities with respect to the highest standards of device
security
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System Security Principles

It is my* belief that:

Industry is best place to assess risks, cost and benefits, and
viable technical solutions hence they have a primary
responsibility for their system’s security

They should be empowered to create the best possible security
solutions for their products and services

Industry should, under parameters of rule of law, cooperate with
law enforcement, whilst not sacrificing the principles above.

Governments should create the best circumstances for
improving System Security.

* This is not (yet) ISOC’s position
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Some Questions and observations

Governments should create the best circumstances for
improving System Security.

That means: Responsible disclosure, bug bounties,
procure for security, setting high security expectations,
etc, etc.

That does not mean: prevent the general public from
‘tinkering’, ‘hacking’, and security research

But how does that relate to the use of exploit kits by law
enforcement?
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Some Questions and observations

Industry is best place to assess risks, cost and benefits,
and viable technical solutions hence they have a
primary responsibility for their system’s security

For sure they are not the only actors: system security is
the responsibility of many parties, including
governments (public safety) and users themselves
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Some Questions and observations

Industry should, under parameters of rule of law, cooperate with law
enforcement, whilst not sacrificing the principles above.

What are the needs for industry to work with law enforcements and
vice-versa

Additional nuance is needed. There is a difference between
cooperation/assistance and becoming a tool of the government

How about the procurement and use of (existing) exploits by law
enforcement?

trade-offs
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Some Questions and observations

Industry is best place to assess risks, cost and benefits,
and viable technical solutions hence they have a
primary responsibility for their system’s security

Does that work in global context: what are the specific
Issues in cross-border cooperation?
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Y954CC50eHoG+110UMjLu5uRu358TaGlYbH17CG7mBk+fedEhmRc7+VJIL8co3ATW2xyqzN
+AADVO9FxewRp5i18vSsO0ibxJCwFzOknOmHXcXG80KtNsKaMACRWZPaWTB84b1HI
+9D23XhYeCmzhzaHgRjivQuBpC7KS5hflodjjmOk0f6rEIKAgE4Q004H2wKwelsp6plESKYMUdAAXx9ik2nlgbLxDneZJG4xNfSROD0X9gX8/
aY8TTRWf70H8GMfOebcFGtLbXvkRv2YjumPvNRmScPfZml3ouQahX1j+0IqypHq7 J9NAShppQrODQ1FWOC1PQImM92Td0/
bJOIqjR1gdYYkJBXJWQZtnLZpqi/sDuAGag5kbLPVAOGT3rDLOOuQpopR/
zJKVACnfXFFWOfQLTPz4t03xHK2rm4kwcgVL18quzRn5ZRZXU26TGpM7 iCNkrihhL5R1hPjIXwcRSaowVd81XuM/
QOgF68h10T1a8Yb100glIis3qplZhuP33LgE1YKbhak9x20ZC/t+P7Vf9rh9K40/3RN19Tv60Cp885i40IynFWWEbaDzQTVoV3rGHwz5mjQHSy/

What are your thoughts?

iiigPChPZTg94yckl8astDFdSvguUT0536jBaZful.0ZWaadwlEdoz6trK9YK13yysPcBXIRUQXRpKkI/Zs/
MHtVKXP769AZTHmMmicrVIpvnXAysVBcuLLwOLpez9HcQTBSTyFW46WwACYVVEVESFOhAp+ju0g6sVUsz3SnHGmMP6/
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Internet Society Resources on encryption

http://www.internetsociety.org/encryption

Pollcy Brief on Encryptlon is being flnallzed after review period ended April 1
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http://www.internetsociety.org/encryption




Chief Internet Technology
Officer

Kolkman®@isoc.org
twitter: @kolkman
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mailto:gary.wood@isoc.org?subject=

ISOC’s General Principles
Encryption should be the norm for Internet Traffic
Weak Encryption is as bad as no encryption

There is a strong technical consensus in the tech
community that Cryptographic backdoors are no-go
territory.

Nuances

Encryption impacts operations and law enforcement
activities
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